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Convenience

● Any language
● Any (dev) stack
● Any distro
● Any system - dev, qa, prod
● Any number of servers 

It’s all easy!

Thanks to the community and Docker Hub



In the Past (And Maybe Present)
Dev understands applications:

● Programming language
● Frameworks
● Libraries, 
● App server
● ...

Ops understands runtime environment:

● Operating system
● Monitoring
● Backup
● Memory and IO 
● ...



In the Past (And Maybe Present)
At least theoretically, in practice:

● Dev does not really understand
○ “Dependency hell anyone?”

● Ops neither 
○ “Service running, but no idea where the server is…”

● And lots gets lost in between
○ “It works on my machine!”



Now - Containers

“No one understands what is really inside!

“New unit of deployment”

Includes Dev and Ops parts!

- Application and what’s inside
- app server
- Operating system 
- Third party OS setup ...

Identical in Dev/Ops



But Higher and Higher .. 
● Complexity
● Usage 
● Connectivity
● Rate of change

Think about local app → intranet → internet → devices → IoT 

Risks are getting bigger!

One container is a chance to understand it together!



Supply Chain Management

Plan-Do-Study-Act Cycle

14 key principles  and 7 deadly sins

Towards high quality at minimum total cost

Toyota / Japan - Manufacturing

W. Edwards Deming

Kaizen - Change to Better



Supply Chain Management Principles
“Use better and fewer suppliers”            

“Use higher quality parts”

“Track and manage all parts”

“Software Supply Chain Management”



Track and Manage Parts
Track why? 

Telsa recalls 6k Model X

Toyota recalls RAV4..

IKEA toy bat cape recalled worldwide

Voluntary Recall of Fetch™ 2 
Aspiration Catheter

Track where?

● From supplier, 
● Through warehouse
● Internal manufacturing
● Vendor network 
● To customer

http://www.cnbc.com/2016/04/11/tesla-recalls-2700-model-x-cars.html
http://www.autoblog.com/2016/04/06/toyota-rav4-lexus-rx350-es350-stability-recall/
http://gulfnews.com/news/uae/society/ikea-toy-bat-cape-recalled-worldwide-1.1705367
http://www.prnewswire.com/news-releases/voluntary-recall-of-fetch-2-aspiration-catheter-300248675.html
http://www.prnewswire.com/news-releases/voluntary-recall-of-fetch-2-aspiration-catheter-300248675.html


Principles Applied - Fewer and Better Suppliers
Standardize OS in containers

Reduce number of stacks used

Reduce number of frameworks

Reduce number of libraries

Simpler linux distro as base

Remove unneeded packages Prius vs Volt



Principles Applied - Higher Quality Parts
● Components do NOT age like wine

○ Newer is better (in most cases)
● Rare components are NOT better either

○ Wider usage is better
○ More proven to work
○ Diverse usage
○ Large community for help
○ And maintenance
○ Wider usage on open source



Principles Applied - Higher Quality Parts
Understand used components:

- Security vulnerabilities - Rugged DevOps!
- License characteristics
- Popularity
- Age
- Complexity 
- Dependency tree

Control your platform! 

Use your own docker images! Your own base OS images!



Principles Applied - Track & Manage All Parts
Where do they come from?  

Remote Repositories

Where are they stored?

Local, private Repository

What is  inside?

Bill of Materials

Where is it used?

Production monitoring



Parts Management
Warehouse equivalent “Repository Manager”

Well-known best practice 

Applies to container images

● Incoming components
● In-house components
● Source for outgoing components



Nexus Repository 

● New 3.0 release
● OSS edition
● Proxy DockerHub
● Host private registries for Docker
● Other formats - Maven, npm, bower, nuget ...
● Easy to get started 
● Immediate benefits
● Go http://sonatype.com/nexus-repository-oss

http://sonatype.com/nexus-repository-oss


Know Your Parts 
Fingerprinting

Large efforts around metadata

● Security vulnerabilities
● License data
● Popularity
● Curated
● Regularly updated
● Constantly expanding

TwistLock Labs

For Container Layers

Sonatype Data Services

For Components



Purpose-built security for containers and microservices



Sonatype Nexus Solutions



Summary
● Convenience from Docker & friends is awesome
● Together we are responsible for it all
● Think in terms of Software Supply Chain Management
● Helps to find lots of improvements
● Tools are available
● Try the free Nexus Repository 3.0 OSS today

“Catch me for an open space chat”



Manfred Moser - @simpligility
● Open source developer
● Development infrastructure and agile geek
● Author, trainer and blogger
● Community advocate for Sonatype
● Consultant 
● simpligility technologies - www.simpligility.com

Simplicity and agility - brought to you from Victoria, BC
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