
Software Supply Chain
Fundamentals and security considerations 
with an open source perspective



Chainguard Confidential

Safe source
For open source

Shift Start left
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No application without open source components
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       Persistent CVEs

       Large Attack Surface

       Opaque Provenance

!

!

!

Open source projects out of your control?

We can help…



Open source for what?

@simpligility

Containers

Native libraries and tools in 
containers

But also kernel and 
beyond containers



Even more open source?

@simpligility

Libraries for applications using …

and many more.
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● Libraries depend on other 

libraries

● And runtime environments

● And tools

● Across languages 

● And operating system 

components

● Down to the Linux  kernel

Software supply chain - web of complexity



Libraries from where? Open source software supply chain
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Source Distribution

Maintainer Developers

Build

A) Source Code C) Build System 

B) Build Pipelines 

D) Library Dependencies

F) Library 
Distribution

F) Artifact 
Consumption

Dependencies

E) Post Build 
Artifact



Software supply chain is under attack
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Source Distribution

Open source 
project  

maintainer

Developers

Build

A) Source Code
Attacks 

C) Build System 
Attacks

B) Build Pipeline 
Attacks

D) Bad Dependency Attacks

F) Library 
Distribution 

Attacks

G) Library Consumption
Attacks

Dependencies

E) Bypass CI/CD 
Attacks

Bad actors
AI bots

You are 
here!



Nothing stands still

@simpligility

Number of projects and releases is constantly increasing



Scale is exploding

@simpligility

● More libraries, more ecosystems, more releases, more use
○ npm - 4.5 trillion requests in 2024, 70% year-over-year growth in requests
○ PyPI - 530 billion package requests by the end of 2024, up 87% 

year-over-year
○ Over 500k malicious packages logged just in 2024, a 156% increase 

year-over-year

● AI tooling helps with development, including exploits
See https://www.sonatype.com/state-of-the-software-supply-chain/introduction



Open source is mission critical everywhere

@simpligility

Now what ?  🤷



Principles

@simpligility

● Reduce bloat

○ Minimize complexity and remove unneeded artifacts 

● Stay up to date

○ Latest releases whenever possible

○ Additional security patches

● Trust the source code - cut off supply chain complexities 

○ Supply-chain Levels for Software Artifacts, or SLSA ("salsa").

● Understand your use

○ Software Bill of Materials (SBOM)

https://slsa.dev/


Minimal containers 
Include only the packages and 
dependencies required to run your 
applications

Principles applied to Chainguard Containers

Consistency
Ensure stable builds, consistent 
functionality, and trust delivery to the 
registry of your choice

Builds from source
Compile upstream code from scratch in 
SLSA infrastructure and include 
updated dependencies 

SLA for security patches
Continuously scan software and apply 
patches faster than alternative 
distributions

Chainguard
Factory



✅Over 1500 different containers

✅ Built in Chainguard Factory

✅Minimal attack surface

✅All maintained versions

✅Zero CVEs

✅SLAs for CVE remediation

✅Dedicated OS-level STIG

✅Kernel-independent FIPS

✅HTML OSCAP scan reports

✅SBOMs and attestation

Chainguard 
Containers



Chainguard Libraries

@simpligility

● For Java and Python, soon Javascript

● Full software supply chain security with SBOM and provenance info

● Chainguard provides repository for libraries built from source

● Customer configures repository manager in their organization

● Developers update build tool configurations

● Applications are built with Chainguard Libraries

● Verification with chainver



Chainguard VMs

@simpligility

● Adding Linux kernel and system level tooling

● Essentially creating Chainguard OS

● Constant refresh like container images

● Initial for use as container host

● Available in cloud providers

● Later for on prem and other use cases



Thank you! 


