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You really need the open source libraries, 
but how you get them, brings real risk       
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Maintainer

Source Build

Dependency

Distribution Developers

98%+ of malware 
is inserted here
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The weaponization of trust

Weaponized identity
Bad actors are phishing 
high-profile maintainers with 
sophisticated attacks, turning 
your “trusted” source into your 
next attack.

“Ghost release” gap
Attackers are exploiting the gap 
between the verifiable source 
code and the opaque build 
artifacts you consume.

Infra as a vector
Attacks are shifting left, 
focusing on turning developer 
laptops and CI/CD pipelines 
into nodes for propagation.



Recent major malware attacks 
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DeepSeek
Hype and typosquatting
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MALWARE UNPACKED

When typos become dangerous
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Source

Weaponized “hype” of new 
model with malicious 
packages that lacked 
source.

Distribution

Typosquatted 
packages named:

■ deepseeek
■ deepseekai

Developers

200 developers 
impacted

■ Contributed to 
a -1.4% dip in 
S&P 500 on 1/27

■ Env variables, 
API keys, 
sensitive data 
exfiltrated

Maintainer Dependency

Build



Typosquatting and slopsquatting 

- huh?
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What happened? What is typosquatting?

Cybercriminals capitalized on DeepSeek’s 
popularity by typosquatting on PyPI to trick 
devs into installing malware.

● Focused on stealing environment variables 
containing cloud and database access 
secrets and Deepseek API keys

● Various other exploits also used the hype
● Luckily the specific attack was small and 

quickly contained

Typosquatting and the newer slopsquatting are 
always there. 
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KEY INSIGHT

Attackers exploit viral tech 
hype, filling the ecosystem 

with malware to punish 
developers who prioritize 

innovation speed over trust 
verification.



Chalk, Debug, and more
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MALWARE UNPACKED

When a single phishing attack impacts 1M+ devs 
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Source

Malicious versions of popular 
packages published to npm 
directly, bypassing source 
and build pipelines

Maintainer

Account takeover

■ 2FA scam led to 
stolen creds

Distribution

Attack point

■ 20 malicious 
npm packages 
published

Developers

Impact

■ 1M+ developers 
downloaded 
compromised 
packages

Dependency

Build

Bypassed



All it takes is one lapse of 
judgement by someone 
you don’t actually know
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What happened?

Threat actors phished a high-profile 
maintainer's account and published 
malicious packages that injected a crypto 
drainer into downstream apps.

● Qix was phished and actor published 
malicious packages of 20 popular libraries 
totaling 2.6B+ downloads per week

● Malware designed to steal cryptocurrency 
through a browser-based interceptor

● Failed heist, but successful “terror” event
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KEY INSIGHT

Open source has “too big 
to fail” dependencies 

managed by individuals 
with too little support for  

security focus.



Let’s talk about 

ghost releases, 

semantic versioning and 

locking versions
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High terror, but low impact… this time
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Swift revocation
Malware was live for only 2 hours before it 
was removed from npm.

Poor obfuscation
SCA scanners flagged the well-known 
malware obfuscator.

Browser-only payload
Designed to execute in browsers, not CI/CD 
pipelines or server-side environments.

Low financial impact
Estimates suggest only $500 was stolen (and 
some say as little as 5 cents).



Shai-Hulud attacks

17



MALWARE UNPACKED: SHAI-HULUD (WAVE 1)

The self-replicating supply chain worm
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Dependency Worm worked to grab 
developer creds, gain access 
system, and publish attack 
into new libraries.

Maintainer

Infected machine

■ Dev downloads 
compromised 
package

Distribution

Infection spread

■ Worm used 
stolen 
npm_token to 
auto publish 
new versions

Developers

Replication

■ Devs install 
package

■ Tokens stolen
■ Packages 

republished 
(victims become 
attackers)

Build

Local build

■ Postinstall 
script inserts 
malware

■ Bypasses CI/CD 
pipeline

Source

Victim becomes 
distributor



● What is a computer worm?
● Self-replicating like a earthworm
● Dune, Frank Herbert, 1965
● Dangerous extra-terrestrial sandworm 
● Hides in sand and appears as threat

Pretty good name choice as you will see … 

We need to talk about the name
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MALWARE UNPACKED: SHA1-HULUD (WAVE 2)

Escalating from identity theft to data destruction
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Dependency Malware injected in 
preinstall script, exposing 
secrets, wiping data, and 
spreading to next victim.

Maintainer

Infected bot

■ GitHub PAT 
stolen from 
PostHog bot

Distribution

Infection spread

■ 60% of 
infections 
through postman 
and asyncapi

Developers

Replication

■ Devs install 
package

■ Tokens stolen
■ Dead Man’s 

Switch
■ Packages 

republished 
(victims become 
attackers)

Build

Local build

■ Preinstall 
script inserts 
malware through 
setup_bun.js

■ Checks for C2 
connection

Source

Victim becomes 
distributor



What happened?

A self-replicating worm compromised 
developer accounts to harvest and leak 
credentials, proprietary code, and IP.

● Impacted JavaScript/npm Registry
● Both waves used phishing to gain access
● Wave 1 used postinstall script and focused on 

stealing cryptocurrency
● Wave 2 used preinstall script and focused on 

exfiltrating secrets and data destruction
● Same attacker as Nx build attack

21

KEY INSIGHT

The implicit trust of these 
ecosystems makes us all 

susceptible to weaponized 
identity.



Big worms create even bigger problems
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Blast radius
~500 packages poisoned (132M+ downloads) 
and 30K+ impacted repositories in 72 hours.

Data exfiltration
700+ AWS, GCP, and Azure credentials and 
700+ GitHub access tokens made public.

Brand damage
Industry giants like Zapier, Postman, and 
PostHog were victims to kick off the second 
attack.

Stolen assets
Malicious Trust Wallet Chrome extension, 
which drained $8.5M from 2,500 customers.



Blast radius across ecosystems

Affected JS packages showed up 
in “unexpected” places:

● Web applications published 
on Maven Central 

● Browser extensions affecting 
normal users

● VSCode extensions affecting 
developer workstations
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KEY INSIGHT

Malware can spread just 
like legit packages and 

show up in other 
ecosystems and therefore 
also runtime environments.



dYdX attack on crypto infra
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What happened?

● Credentials for dYdX package publishing 
was phished

● Simultaneous attack on JavaScript and 
Python packages

● Wallet stealer for identity and system info
● Remote access trojan for further malware
● Used 100-iteration obfuscation

dYdX website was attacked earlier — a 
valuable target!
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KEY INSIGHT

Coordinated efforts across 
ecosystems for high value 

targets and longer planned 
campaigns are emerging



Bonus attack for your own research
SANDWORM_MODE
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What do all of these attacks 
have in common?



The software supply 
chain messed you up
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You would have been 
immune from them with 
Chainguard Libraries
The proactive, safer way to access your open source libraries
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You chose to accept the risk of open source, but… 

30
Based on malware 

analyses for PyPI and npm. 

https://www.chainguard.dev/unchained/mitigating-malware-in-the-python-ecosystem-with-chainguard-libraries
https://www.chainguard.dev/unchained/mitigating-malware-in-the-npm-ecosystem-with-chainguard-libraries


Trust is assumed, but 
rarely verified

HOWEVER—
● Opaque build systems
● Lack of oversight
● Malware can go 

undetected
● Minimal commercial 

support for registries 
from users

Current tooling all assumes trust at the source
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PUBLIC REGISTRIES



Trust is assumed, but 
rarely verified

HOWEVER—
● Opaque build systems
● Lack of oversight
● Malware can go 

undetected
● Minimal commercial 

support for registries 
from users

Current tooling all assumes trust at the source

32

PUBLIC REGISTRIES REACTIVE DETECTORS

Inspect libraries but don’t 
secure the build process

Great for highlighting known 
malware and CVEs.

HOWEVER—
● Packages checked after 

download; opaque 
builds

● Unknown issues remain 
hidden

● On your team to triage
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PUBLIC REGISTRIES REACTIVE DETECTORS

Inspect libraries but don’t 
secure the build process

Great for highlighting known 
malware and CVEs.

HOWEVER—
● Packages checked after 

download; opaque 
builds

● Unknown issue  remain 
hidden

● On your team to triage

PATCHERS

Fix known CVEs,
not unknown malware

Good for remediating CVEs 
and reducing engineering toil.

HOWEVER—
● Limited scope
● Can’t detect or prevent 

malicious packages
● Still rely on untrusted 

builds



THE IDEAL STATE

Safety and dev velocity, without compromise
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Safety and dev velocity, without compromise
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Proactive
Prevent malware from 

entering your environment
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Proactive
Prevent malware from 

entering your environment

Trusted
Verifiable provenance and 
SBOMs for audit readiness
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Proactive
Prevent malware from 

entering your environment

Trusted
Verifiable provenance and 
SBOMs for audit readiness

Coverage
Strong coverage with 

automated builds



THE IDEAL STATE

Safety and dev velocity, without compromise

38

Proactive
Prevent malware from 

entering your environment

Trusted
Verifiable provenance and 
SBOMs for audit readiness

Coverage
Strong coverage with 

automated builds

Libraries with these qualities finally move you
from reactive detection to proactive prevention.



INTRODUCING CHAINGUARD LIBRARIES

Malware-resistant, drop-in replacements for the 
Python, Java, and JavaScript libraries you already use
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Every library is rebuilt from 
verified source to:

● Prevent malware
by design

● Eliminate “are we 
impacted?” fire drills
from malware

● Streamline 
compliance evidence



Thousands of libraries, with more added every day

40

Python
Replaces libs from PyPI

Django flask numpy

pandas

matplotlib scikit-learn

requests

fast

CUDA

... and 16K+ more!

Support for pip, uv, poetry

Remediating critical and 
high-severity CVEs



Thousands of libraries, with more added every day
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Python
Replaces libs from PyPI

Java
Replaces libs from Maven Central

Django flask numpy

pandas

matplotlib scikit-learn

requests

fast

CUDA

... and 16K+ more!

Google Guava Apache Commons akka

kotlin

scala jackson

... and 57K+ more!log4j

lombokspringboot

Support for pip, uv, poetry Support for Apache Maven, 
Apache Ant, Gradle, Bazel

Remediating critical and 
high-severity CVEs



Thousands of libraries, with more added every day
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Python
Replaces libs from PyPI

Java
Replaces libs from Maven Central

JavaScript
Replaces libs from npm

Django flask numpy

pandas

matplotlib scikit-learn

requests

fast

CUDA

... and 16K+ more!

Google Guava Apache Commons akka

kotlin

scala jackson

... and 57K+ more!log4j

lombok

Currently in closed beta

springboot

Support for pip, uv, poetry Support for Apache Maven, 
Apache Ant, Gradle, Bazel

Support for npm, pnpm, yarn 
berry, yarn classic

Remediating critical and 
high-severity CVEs

Excludes pre- and post-install scripts by 
design as they’ve been known to carry 

malware
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“Chainguard’s approach to open source software security flips 
that paradigm — by rebuilding every JavaScript library from 
source, they will give development teams a way to eliminate 
common supply chain attacks and actually have a trusted 
source for packaged libraries. The open source community has 
done a herculean effort to bring software to the masses, but 
policing it falls to commercial entities.” 

—Rob Gil, Security Architect at Okta



Best practices
How to improve your security posture
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Treat your build system like production systems
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LESSON

Your developers’ 
laptops and CI/CD 

systems contain the 
keys to the kingdom 
(CSP creds, GitHub 
tokens). Malware is 
targeting them to 
bypass your cloud 
security controls.

ACTION

Make sure your build 
systems follow the well 
known best practices 

for production, such as  
least privilege, change 

management, 
2FA/short lived tokens, …



Require phishing-resistant MFA for developers
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LESSON

Phishing remains a 
highly effective 

technique for an initial 
breach, but is a solved 

problem.

ACTION

Leverage strong MFA 
like yubikey to 
authenticate 
developers.



The “ghost release” is the new zero-day
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LESSON

You can’t trust a 
package just because 
the GitHub repo looks 

clean. If you aren’t 
verifying build 

provenance, you are 
trusting a mystery 

artifact.

ACTION

Stop implicitly trusting 
public registries. 

Require provenance for 
critical dependencies.

And, ideally, consume 
libraries from a safe 

source.

Consider locking versions!



Require short-lived credentials for automation
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LESSON

Long-lived credentials 
leak and can enable 
attackers to act as 
some of our most 
critical systems.

ACTION

Don’t just rotate, 
federate.

Authorization for systems rather than people



Verify the process, not just the product
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LESSON

Scanning a binary 
without knowing where 

it came from is like 
tasting whiskey to see if 
it’s poison. It’s too late.

ACTION

Shift trust to the build 
process. Ensure your 

libraries are built from 
verified source code in 

a tamper-proof 
environment.



Q&A
chainguard.dev
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Thank you 
Manfred Moser, Sr. Principal DevRel Engineer
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Nx Build Compromise
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What happened?

Malicious versions of the Nx build tool 
were distributed with scripts that 
manipulated local AI CLI to identify and 
exfiltrate developer secrets to 
attacker-controlled GitHub repos.

● Nx’s npm token extracted via GitHub 
Actions vulnerability

● Nx’s repository had default read and write 
permissions

● 12 different packages infected (6M+ 
weekly installs)
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KEY INSIGHT

Attackers now exploit viral 
tech hype, filling the 

ecosystem with malware to 
punish developers who 

prioritize innovation speed 
over trust verification.



MALWARE UNPACKED

When weak configs lead to an ecosystem attack
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Dependency A stolen npm token led to 
a trusted tool spreading 
data exfiltration malware.

Maintainer

Workflow exploit

■ Shell injection 
via malicious 
PR title

Distribution

Direct publish

■ Pushed unsigned 
packages

■ 12 different Nx 
packages 
impacted

Developers

AI-Targeted Theft

■ Targets local 
AI tools

■ Exfiltrated env 
variables and 
credentials

Build

Token stolen

■ Post-install 
script accesses 
and steals 
NPM_TOKEN

Source



One stolen token, massive downstream impact
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Mass IP exposure
Conversion of 6K+ private repos to public 
visibility (370+ distinct companies).

Large blast radius
1,100+ individual developers and 10K+ repos 
were compromised in the attack.

Secret exfiltration
2K+ distinct secrets (AWS keys, GH tokens) 
leaked, with 90% still active days after.

AI exposure
Weaponized local AI agents to hunt for 
sensitive data (33% of infected machines).



num2words
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What happened?

Attackers phished the maintainer to 
push a compromised update containing 
a malicious setup script that executed 
immediately during installation to 
harvest sensitive system information.

● Attacker created two new versions (0.5.15 
and 0.5.16), removed quickly

● Automated build pipelines exposed
● Expands attack “battlefield” to include 

boring, stable, utility-focused libraries
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KEY INSIGHT

Loose versioning allows 
automated pipelines to 

conflate “new” with “safe,” 
turning unpinned utility 
scripts into an efficient 
delivery mechanism for 
supply chain malware.



How loose versioning enabled the attack
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Django==5.1.4
requests==2.32.3
psycopg2-binary==2.9.9
python-dotenv==1.0.1

djangorestframework~=3.14.0
celery~=5.3.0

num2words>=0.5

EXAMPLE

requirements.txt file

Pinned versions avoid breaking app

Assumes minor patches won’t break app

Automated pipelines blindly trust updates, 
which can pull in malware automatically

Attackers know we get lazy with small helper libraries, 
so they push malware that capitalizes on exactly this



MALWARE UNPACKED

When utility library maintainers get hacked
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A boring utility update 
bypassed scrutiny, using 
loose version reqs to 
deploy malware

Maintainer

Maintainer 
phished

■ Credentials 
stolen

Distribution

“Ghost” release

■ v0.5.15 and 
v0.5.16 pushed 
to PyPI but not 
GitHub

Developers

Attack targeted 
Windows

■ Malicious 
setup.py 
executes on 
install

■ DLL 
side-loading 
installs 
info-stealer

Source

Dependency

Build

Bypassed


