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e Open source — contributor across the build [ release [ data stack.
e Books, blog posts, courses — taught thousands of engineers. ~,
e Today — Sr. Principal DevRel Engineer at Chainguard { @
Securing the software supply chain. regg)sfil':gry
"I've watched this field grow from nothing —
and I've never been this worried about where it's going.” i
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THE QUESTION

Is DevOps still relevant
— orisitalready dead?

Vibe-coded apps. Agentic deploys. Nobody managing the
updates.

Al-supported development is changing everything - FAST.
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AGENDA

Let’s look at the evidence and decide

What's going on out there?
0 7  What does this mean for DevOps?

D3 so—isDevOps doomed?
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What's going on
out there.




20+ YEARS IN

CI/CD is still
not universal.

e Long tail — of teams with manual deploys, no
test gating, no reproducible builds.

e DORA surveys — show most orgs nowhere
near "elite” performance.

e Thisis the floor — we're building the Al
skyscraper on top of a swamp.

& Chainguard



Software supply chain:
The attack surface
of the decade.

Defenders think in apps.
Attackers think in dependency graphs.
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WHY ATTACKERS ARE ALL IN

More everything.

¥ .
More incentives More rewards
Crypto and stablecoins make  Secrets, tokens, signing keys,
cash-out fast, global, and cloud creds — all liquid

often irreversible. Tremendous commodities now.
also for ransomware.
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More attempts

Al lowers the attacker's cost
per attempt the same way it
lowers ours.



WHAT'S GETTING STOLEN

More incentives— 7
more theft. L st

THE WORMS DO IT ALL

e Walletdrainers — planted in npm and PyPI packages.

e Cltokens — stolen out of misconfigured workflows.

e Publish credentials — hijacked — used to ship the next poisoned release.
e Cloud credentials — harvested from dev laptops and dotfiles.

e Information theft and ransomware — as a baseline business model.
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From “script kiddie”
to agent operator.

Lowest barrier to launching a credible campaign in the history of
attacks.

4 Chainguard



PARALLEL ECOSYSTEM ATTACKS

Example: dYdX

e Same playbook —
across npm and PyPI

e Coordinated movement —
multiple packages

e Targeting one ecosystem — Sy 4
now d legacy attack strategy = ,

Chaining lots of exploits happens regularly!
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CROSS-ECOSYSTEM JUMPS

From npm [ JS
to VS Code extensions.

opm ) BB

The dev-tools perimeter is bigger than your lockfile.

Same poisoned identity — packages — extensions — your IDE — your laptop.

And across ecosystems.
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THE LAPTOP IS THE SOFT UNDERBELLY .

Dev workstations
are prime targets now.

€ SSH keys 4 SSO tokens € Browser cookies

4 .npmrc € Signing keys € kubeconfig

"Why hack prod when you can steal from the engineer?”
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cl/cD itself is
a first-class target.

o —
one poisoned action — hundreds of repos leaking secrets.

o — the tags themselves were force-pushed.

o — reused across jobs — lateral movement heaven.

o —

most ironic - the scanner you trusted became the credential stealer.

& Chainguard
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"It works, don't touch it
is a policy — not an accident.

Still hold customer data.

Still take traffic.

Still have bugs and miss features.
Still have CVEs.

Security degrades automatically.
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DEPENDENCY ARCHAEOLOGY

Old dependencies are everywhere.

e Hundreds of transitive deps
— per app, often years out of date.
e Log4jand other known-bad dependencies
— still in production, four years after Log4Shell.
o Still?
— not perceived as an urgent problem!!
e Old deps + no maintenance
— an attacker's pre-built target list.
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VOLUME PROBLEM .

KEVs and CVEs keep climbing.

CVE COUNT CISA KEV CATALOG GROWTH EVEN PRIORITIZING KEVS
Record year Faster Full-time job
every year than orgs can patch just to track them .

60Kk - = CVEs / year
— KEV catalog <30

40k —

20k -
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THE CLOCK IS SHORTER THAN YOUR SPRINT

Disclosure to exploit:
Often under a week.

The trend line is heading into negative territory.

e Negative days — exploits land BEFORE the CVE is published.
e Quarterly patching — is a fantasy.
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Load-bearing infrastructure at risk

e npm Registry, Maven Central, PyPl, Open VSX,
Hugging Face, GitHub, ...

e Costs, exploits, malware, license issues, stolen
access, phishing, outages, stewardship

The problems are mounting.
No end in sight.
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Now add AI to the mlx

More people. More tools. More power. Less context.




THE DEV-TOOL USER BASE EXPLODED

More people are using dev o
tOOIS. LAl D el Fron I

~1B ~IB 10sofB

npm downloads / week  npm downloads / DAY npm downloads / week

2016 2018 (100B+ in the year) Today — still climbing

Cursor - Claude Code - Copilot - Windsurf - vibe coders, PMs,
designers, marketers:

Everyone is shipping code. 02 0
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All of them are potential victims.

° — and extensions they don't understand.
o — and agents pulled off the internet.

o — into prompts — to "see what the model says.’
° — with way too much acces

o — locally and in production

“It's just a skill” is the new “it's just a config file". Itisn't.

4 Chainguard
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OUTPUT SCALING > EXPERTISE SCALING .

More apps.
Less DevOps fluency.

‘I shipped it" — before "I tested it” or "Il keep it patched.”
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SAME OLD PROBLEMS, FRESH PACKAGING

New tools, same old problems.

e MCP servers — minimal sandboxing, broad tool access, untrusted
sources.

e Skills and agents — arbitrary code execution dressed up as
“configuration.’

e The models themselves — weights, origin, training data — nothing
transparent.

e Open weights” # open source — you get the artifact, not the recipe.

& Chainguard

24



NOT EVERY RISK IS A CVE

-

Legal, license, and cost - 7= 3\
part of the threat model " | =

License contamination GPL [ AGPL [ unknown provenance in generated code.

IP, trademark, copyright typically unclear, often unverifiable.

Vendor lock=-in models, agents, runtimes — switching costs are growing.

Runaway cost agents that loop or call expensive APIs cause real budget
incidents.
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THE PHILOSOPHICAL SHIFT

DevOps was built ondeterminism.

Al tools are probabilistic.

Same prompt — different code — different behavior.

For experimentation: fine. For builds, releases, audits, incident response: a problem.

4 Chainguard
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What does this
mean for DevOps?



DEMAND JUST EXPLODED .

More apps. More pipelines.
More environments.

The bodies aren't multiplying at the same rate.

More Al-generated code — more BAD code that still has to build, test,
ship, and stay patched.

& Chainguard .
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THE TEACHING BURDEN

A whole new cohort of users —
with zero DevOps background.

e Theydon't know — what they don't know.

e No version control — no code review, no Cl gates, no secrets
hygiene.

e Far more of them — than there are of us.
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TOOLS WE DON'T HAVE YET

Existing toolchains weren't designed
for AlI-shaped chaos.

e Provenance for Al code — where did this function actually come from?

e Eval pipelines — test the model the way we test the code.

Agent observability — what did the agent actually do in production?

4 Chainguard

MCP [ skill governance — permissions, audit, kill switches — mostly nascent.
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Can we even keep
up?

Shorter patch cycles. More pipelines. More gates. More telemetry — that
we don't have.

& Chainguard
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Thereis
ho opt-out.

Your dependencies and tools use Al even if you don't.

& Chainguard
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So — is DevOps
doomed?




YES — IF WE DON'T ACT .

Many ways to be doomed.

If CI/CD stays optional, doomed.

If supply chain stays "somebody else’s problem’, doomed. .

Keep moving at human pace in an Al-paced world, doomed.

& Chainguard -
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‘Doomed” doesn't mean DevOps disappears.

It means we fail
the promise.

Fast. Safe. Reliable. Repeatable.
Harder than ever to keep.

& Chainguard
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DevOps matters
more than ever.

Every problem from the last 30+ slides is a DevOps problem in disguise.

Al is also OUR tool.
And our best shot.
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IS DEVOPS DOOMED? - THE ANSWER DEPENDS ON YOU

Concrete asks.

e Treat your pipeline as production —
same hardening, same monitoring, same blast-radius thinking.
e Use signed, attested, minimal build inputs —
pinned and controlled base images, toolchains, actions.
e Govern Al tools like privileged software —
include access control, authentication, scoping, audit, kill switches.
e Automate governance first —

that's where Al pays for itself on the defensive side.

& Chainguard .
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What else we need to know

e Alis embraced by attackers and vibecoders alike —
we can only keep up by critically adopting the tools to our advantage.
e Guardrails, verification, and DevOps processes —
our expertise is critical for success.
e Understand infrastructure costs —
Al cost modelling just like CI/CD cost, frontier vs older, locally hosted model
e Teach and mentor the new cohort —

vibe coders, PMs, Al-curious engineers dll need our DevOps expertise
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PROOF THAT IT CAN BE DONE

Chainguard Factory
powered by @ DriftlessAF

"Nice theory — but nobody actually does this." We do.

e Signed, attested, minimal —
continuously-rebuilt artifacts at scale.
e Alon the defensive side — a

Chainguard Repository

dispatche:
agent

| Agents 1
. . . \ 1
gents that maintain, patch, triage, and grade. : .
e Open source framework — o
driftlessaf.ai — agentic reconciler, humans in the loop. \\__‘___,,~”
2,400+ container images Chainguard Libraries as replacements for npm Registry, PyPI,

1.5M+ CVEs remediated

610M+ container builds

& Chainguard

Maven Central with CVE backports
Chainguard Helm Charts, Agent Skills, Actions
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DevOps ish't doomed.

It's about to matter more than ever.
We need to up our game.

Challenges: open source support - supply chain - security - Al governance

All at new massive scale. Way faster than now.

As Dan Lorenc would say: let’s effing go.

4 Chainguard

40



=]
-
Thank you.

Manfred Moser

Sr. Principal DevRel Engineer, Chainguard

Questions?

manfred.moser@chainguard.dev

chainguard.dev - driftlessaf.ai - slsa.dev - sigstore.dev .
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