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The trusted way to access all the open source 
libraries you need.
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Libraries and why they matter
● Building blocks for all your applications
● >80% of any application
● In every ecosystem
● Similar yet different, “package”, “library”, “dependency”, 

“toolkit”, “framework”
● Open source 
● Proven to work in many applications via collaboration

No libraries - no successful application development.
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How you get libraries - the software supply chain
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And why that is problematic - attacks everywhere!
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Based on malware 

analyses for PyPI and npm. 

https://www.chainguard.dev/unchained/mitigating-malware-in-the-python-ecosystem-with-chainguard-libraries
https://www.chainguard.dev/unchained/mitigating-malware-in-the-npm-ecosystem-with-chainguard-libraries


Example: Recent attacks on npm registry
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In just 48 hours

775 compromised GitHub 
access tokens

373 AWS credentials

300 GCP credentials

115 Azure credentials

Sha1-Hulud wasn't just a repeat of the attack two months ago—it was an evolution.

Source: Shai-Hulud 2.0 Supply Chain Attack

https://www.wiz.io/blog/shai-hulud-2-0-ongoing-supply-chain-attack


Current tooling all assumes trust
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PUBLIC REGISTRIES

Full access to open source 
ecosystem.

But.. 

Some projects cannot be trusted 
- think typosquatting.

Malware without source can be 
published.

Access is stolen and hacked.
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PUBLIC REGISTRIES

Full access to open source 
ecosystem.

But.. 

Some projects cannot be trusted 
- think typosquatting.

Malware without source can be 
published.

Access is stolen and hacked.

REACTIVE DETECTORS

They scan artifacts and 
highlight known CVEs.

But …

Malware is not captured.

Artifacts are already in your 
organization… too late?

Requirement to maintain policy 
and monitor.

PATCHERS

They fix known CVEs

But…

Potentially too late since 
patching is on developer 
workstation.

Malware not removed.

Preinstall scripts not prevented.



Introducing
Chainguard Libraries
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How we solve the problem for you



Recap  

What we do for Chainguard Containers and VMs
● Build all components from source

 - zero trust in public supply chain
● Optimize components in container/VM for security 

- zero CVE!
● Add software bill of materials (SBOM) information
● Add build provenance information following  Supply-chain 

Levels for Software Artifacts (SLSA) guidelines

Chainguard Factory is the proven, secure build 
infrastructure for it all.
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What we do …
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● Collect info about libraries you use and new ones
● Determine metadata from public registries
● Find the source code
● Rebuild the library in Chainguard Factory
● Add SBOM and SLSA information
● Optimize for security  - no preinstall script, CVE 

backports, no malware
● Serve in completely compatible repository format



Benefits
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● Prevent entire classes of 
supply chain attacks

● Eliminate “are we 
impacted?” fire drills

● Streamline compliance 
evidence



Chainguard Libraries for Python

● Packages from PyPI

● Including PyTorch and other AI/data 

related packages

● CUDA libraries index

● Remediation for high and critical CVEs

● Support for pip, uv, poetry, …
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“Chainguard's new Python library with CVE remediations 
has quickly become a key part of our security model at 
Abridge. By extending their approach to include active CVE 
remediation, they are helping us streamline how we 
secure our software supply chain without increasing 
overhead on our developers.”

—Trey Caliva, Staff Platform Engineer at Abridge AI



Chainguard Libraries for Java

● Packages from Maven Central

● Including Java, Scala, Kotlin, and others

● Many files including JARs, tarball, zip, 

WAR, EAR.

● Support for Apache Maven, Apache Ant, 

Gradle, Bazel, …
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Chainguard Libraries for JavaScript

● Packages from npm Registry

● Including React, Node, TypeScript 

packages, and much more

● Exclude pre and post install scripts

● Support for npm, pnpm, yarn berry, 

yarn classic, …

16



17

“Chainguard’s approach to open source software security flips 
that paradigm — by rebuilding every JavaScript library from 
source, they will give development teams a way to eliminate 
common supply chain attacks and actually have a trusted 
source for packaged libraries. The open source community has 
done a herculean effort to bring software to the masses, but 
policing it falls to commercial entities.” 

—Rob Gil, Security Architect at Okta



What other library ecosystems should 

Chainguard secure for your use next?
❏ Go

❏ Rust / Cargo / Crates

❏ .Net / NuGet

❏ Ruby / RubyGems

❏ Others?
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Other features
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● SLSA provenance files

● SBOM files

● Library browsing and search

● Verification command line tool



Integrations
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● Repository manager

● Or direct access

● Multiple scanners 

● Public VEX feed



Compliance evidence
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● Every library version includes 
evidence

● Built with same secure approach 
as Chainguard Containers and 
VMs

● Satisfy supply chain controls for 
FedRAMP, CRA, DORA, and more

{
  "attestation_bundles": [
    {
      "attestations": [
        ...
      ]
      "publisher": {
        "environment": "chainguard",
        "kind": "URL",
        "issuer": "https://issuer.enforce.dev",
        "identity": "https://issuer.enforce.dev/3fab4fe4edb624d...",
        "repository": "chainguard-dev/ecosystems-wheel-rebuilder",
        "workflow": "python-build-versions.yaml"
      }
    }
  ],
  "version": 1
}

{
  "spdxVersion": "SPDX-2.3",
  "dataLicense": "CC0-1.0",
  "SPDXID": "SPDXRef-DOCUMENT",
  "name": "flask",
  "documentNamespace": "https://anchore.com/syft/dir/flask-17f2...",
  "creationInfo": {
    "licenseListVersion": "3.27",
    "creators": [
      "Tool: Syft",
      "Tool: ecosystems-wheels-rebuilder",
      "Organization: Chainguard, Inc"
    ],
  ...
  }
}



Scale
Thousands of libraries and millions of versions. 

Why it’s not feasible to solve this problem yourself
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Scale
Thousands of libraries and millions of versions. 

Speed
New versions all day, every day.

Complexity
Challenging workflows and rebuilds.

Resourcing
Huge infrastructure and personnel requirements.

Why it’s not feasible to solve this problem yourself
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Breaches cost ~$5.1M.

Hidden costs

26Sources: Cost of a Data Breach 2025, The Hidden Cost of DevSecOps 2024, 
Vulnerabilities Statistics 2025, M-Trends 2025 Report. 

https://www.bakerdonelson.com/webfiles/Publications/20250822_Cost-of-a-Data-Breach-Report-2025.pdf
https://media.jfrog.com/wp-content/uploads/2024/09/24210102/idc-report-asset.pdf
https://deepstrike.io/blog/vulnerability-statistics-2025
https://services.google.com/fh/files/misc/m-trends-2025-en.pdf#:~:text=Global%20median%20dwell%20time%20has%20risen%20to,incidents%E2%80%94influence%20the%20global%20median%20dwell%20time%20metric
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Breaches cost ~$5.1M.
Developer waste up to 20% of 
their time on security tasks.

Exploits launch within hours and 
require constant monitoring.

Compliance failures can cause 
hefty government fines.

Hidden costs

29Sources: Cost of a Data Breach 2025, The Hidden Cost of DevSecOps 2024, 
Vulnerabilities Statistics 2025, M-Trends 2025 Report. 

https://www.bakerdonelson.com/webfiles/Publications/20250822_Cost-of-a-Data-Breach-Report-2025.pdf
https://media.jfrog.com/wp-content/uploads/2024/09/24210102/idc-report-asset.pdf
https://deepstrike.io/blog/vulnerability-statistics-2025
https://services.google.com/fh/files/misc/m-trends-2025-en.pdf#:~:text=Global%20median%20dwell%20time%20has%20risen%20to,incidents%E2%80%94influence%20the%20global%20median%20dwell%20time%20metric


Recent attacks suggest the status quo isn’t 
proactive enough to protect your business
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MALWARE ATTACK SUPPLY CHAIN LOCATION WHAT HAPPENED

Shai-Hulud
Sep. 2025
npm

Distribution Compromised maintainer accounts published worm-style 
malicious packages to npm, stealing crypto wallets and 
secrets, causing direct financial losses.

XZ Utils
Apr. 2024
npm

Build (Bypass CI/CD) Backdoor slipped into signed tarballs, bypassing CI/CD. This 
exposed millions of Linux servers and caused global emergency 
rebuilds.

ultralytics
Dec. 2024
PyPI

Build System Compromised CI workflow led to published malicious releases. 
AI/model-users faced integrity risk and enterprise model-trust 
was undermined.

PyTorch
Dec. 2023
PyPI

Bad Dependency Fake torchtriton package exfiltrated secrets from CI systems, 
forcing credential rotation and delayed major research and 
enterprise releases.



With all that in mind …

Use Chainguard Libraries 
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Next steps

For Chainguard:
● More libraries
● More CVE remediation
● Improved usability for browsing and verification
● Better scanner and other tool integrations

For you:
● Supply list of libraries and try it out



Demo time
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Q&A
chainguard.dev
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Thank you!
chainguard.dev
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