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Software supply 
chain speedrun
Raw materials to
finished product

Complex, fast moving network

Many actors, many steps
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Many potential  points of failure
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Based on malware 

analyses for PyPI and npm. 

https://www.chainguard.dev/unchained/mitigating-malware-in-the-python-ecosystem-with-chainguard-libraries
https://www.chainguard.dev/unchained/mitigating-malware-in-the-npm-ecosystem-with-chainguard-libraries


Software supply chains
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● Software is built on 

other software

● Proprietary software 

is impossible without 

open source

● “Dependencies”



Long history of supply chain attacks
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● 2020 - Solarwinds/Sunburst Russian attack

● 2021 - log4shell remote code execution 

● 2022/2023 - PyTorch dependency confusion

● 2024 - Ultralytics YOLO

● 2025 - Shai Hulud - the year of the worms

● 2026 - Trivy, litellm, … 



Sampling noteworthy attacks across ecosystems
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Shai Hulud - Malware rides the Worm
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The growing blast radius of the Trivy attack
THREAT ACTOR

Team PCP
AS OF MARCH 30 2026

CONTAINERS GITHUB ACTIONS PYPI NPM

DATE TARGET ARTIFACTS IMPACTED

03/19 Trivy VULN SCANNER trivy:v0.69.4 trivy-action setup-trivy

STOLEN GITHUB PAT EXPLOITED

03/20 CanisterWorm NPM WORM @Emilgroup/* @OpenGov/* 140+ packages

STOLEN SECRET KEYS EXPLOITED

03/23 Checkmarx KICS IAC / SAST SCANNER ast-github-action kics-github-action

STOLEN SECRET KEYS EXPLOITED

03/24 LiteLLM LLM PROXY • 97M+ DL/MO litellm 1.82.7 litellm 1.82.7

STOLEN SECRET KEYS EXPLOITED

02/28 Hackerbot-claw AI AGENT trivy-vscode-extension

TRIVY BREACHED FROM AI AGENT “VULN FIX”

Trivy GitHub

VS CODE

03/27 telnyx COMMUNICATIONS API • ~1M DL/MO telnyx 4.87.1 telnyx 4.87.2

STOLEN SECRET KEYS EXPLOITED

And just yesterday Namastex.ai automagik



Attacks intensify
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● 560k new malware variants detected every year
● > 450k malware packages in public repositories 

detected in 2025
● 108 new vulnerabilities daily
● 44 days to exploit
● $16.6 billion cybercrime losses in 2024



Incidents
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Future threats and trends - the struggle continues



All public indexes
are scrambling
● Playing catch-up

● Underfunded

● Understaffed

● Huge workload for operators

● Trusted Publishing
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Juicy targets lead to sophisticated attacks 
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2026: The year of AI-assisted attacks
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Best practices
How to improve your security posture
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Treat your build systems as a production systems
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LESSON

Your developers’ 
laptops and CI/CD 

systems contain the 
keys to the kingdom 
(CSP creds, GitHub 
tokens). Malware is 
targeting them to 
bypass your cloud 
security controls.

ACTION

Make sure your build 
systems follow the well 
known best practices 

for production, such as  
least privilege, change 

management, 
2FA/short lived tokens, …



Require phishing-resistant MFA for everyone
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LESSON

Phishing remains a 
highly effective 

technique for an initial 
breach, but is a solved 

problem.

ACTION

Leverage strong MFA 
like yubikey to 
authenticate 
developers.



The “ghost release” is the new zero-day
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LESSON

You can’t trust a 
package just because 
the GitHub repo looks 

clean. If you aren’t 
verifying build 

provenance, you are 
trusting a mystery 

artifact.

ACTION

Stop implicitly trusting 
public registries. Require 
provenance for critical 

dependencies and review 
upgrades carefully.

And, ideally, consume 
libraries from a safe 

source.

Lock versions!



Require short-lived credentials for automation
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LESSON

Long-lived credentials 
leak and can enable 
attackers to act as 
some of our most 
critical systems.

ACTION

Don’t just rotate, 
federate.

Authorization for systems rather than people



Understand your dependencies and update often
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LESSON

Older libraries have 
public security info 

available, and are well 
understood by 

hackers. They also 
have known bugs and 
depend on other older 
libraries and runtimes. 

ACTION

Upgrade often, make it 
part of every day code 

maintenance.

Spend the time to 
track and understand 

what you use. 

Get help from 
dependabot, 
AI-tooling…



Verify the process, not just the product
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LESSON

Scanning a binary 
without knowing where 

it came from is like 
tasting whiskey to see if 
it’s poison. It’s too late.

ACTION

Shift trust to the build 
process. Ensure your 

libraries are built from 
verified source code in 

a tamper-proof 
environment.



What else can you do?
Just one more thing…
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Rely on the Chainguard Agentic Factory?!

Powered by 



Chainguard Agentic Factory as your supplier

Powered by 

SLSA L3
 

Containers, 
packages and 
libraries for  



Chainguard Libraries
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● Built from source - no source, no binary
● Secure, trusted replacement for public 

repos
● No malware
● No ghost releases
● SBOM details
● Provenance info



REDUCE INCIDENT RESPONSE

Eliminate “are we impacted?” fire drills
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Malware 
attack 
strikes 
library 
ecosystem

W/O CHAINGUARD

Product delivery halts Potential losses 
mount

Engineering teams 
diverted

CHAINGUARD

Malicious library versions unavailable
-> Product delivery continues

No malware attack.
No stolen credentials.
No embarrassment.

Threats are prevented before they ever get to you.



IMPROVE COMPLIANCE

Streamline compliance evidence
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Every library:

● SLSA provenance 
● Signed SBOMs
● Provide indisputable verification of 

component integrity.
● Same secure approach as Chainguard 

Containers and packages
● Satisfy supply chain controls for 

FedRAMP, CRA, DORA, and more



REDUCE KNOWN RISK

Stay secure while you plan your next upgrade
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● Python CVE remediation, Java 
coming next

● Backporting upstream fixes for 
critical and high CVEs, with new 
ones added monthly

● Run full testing suite, both baseline 
and regression

● Integrates with Grype, Trivy, AWS 
Inspector, and Anchore Enterprise



Chainguard Libraries
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axios

Python
Replaces libs from PyPI

Java
Replaces libs from Maven Central

JavaScript
Replaces libs from npm

Django flask numpy

pandas

matplotlib scikit-learn

requests

fast

CUDA

... and 16K+ more!

Google Guava Apache Commons akka

kotlin

scala jackson

... and 81K+ more!log4j

lombok

react

springboot

Support for pip, uv, poetry Support for Apache Maven, 
Apache Ant, Gradle, Bazel

Support for npm, pnpm, yarn 
berry, yarn classic

Remediating critical and 
high-severity CVEs

debug lodash

express async

... and 18K+ more!

colorschalk

request

moment prop-types



What’s next
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Come to the Chainguard booth 7409 and
● Learn about Chainguard containers, packages, libraries, skills, 

actions, and other components
● See a demo or two
● Dive deeper and chat with me and other Chainguardians
● Get a “malwhere, not here” stamp
● Enter to win a 1K travel gift card
● Walk away with a cool Chainguard t-shirt



Q&A
There are no bad questions,

so go on and ask.
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Thank you
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Manfred Moser


