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Software supply
chain speedrun

Raw materials (source code) to :
finished product

Complex, fast-moving network

Many actors, many steps
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Many potential points of failure
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Build pipeline Bypass CI/CD Typosquatting

= num2words ('25) ® Codecov ('21) ® 1,000s of attacks

= yltralytics ('24) N A

~ : : Not only..
& Maintainer «—> Source — b Build — o> Distribution L T C°® Developers

Source code Build system Library distribution
= PHP (‘21) m XZ-Utils ('24) ® Shai-Hulud ('25)

= chalk ('25)

Bad dependency

Dependencies = cursor teols ('25)
® pytorch ('23)

98%+ of malware

is inserted here.

Based on malware
analyses for PyPl and npm. 4
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https://www.chainguard.dev/unchained/mitigating-malware-in-the-python-ecosystem-with-chainguard-libraries
https://www.chainguard.dev/unchained/mitigating-malware-in-the-npm-ecosystem-with-chainguard-libraries

Software supply chains

Jparser

| e Software is built on

other software

e Proprietary software
is impossible without

e open source
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Long history of supply chain attacks
< SOLARWINDS

e 2020 - Solarwinds/Sunburst Russian attack

e 2021 - log4dshell remote code execution
9 LOGYJ @
e 2022/2023 - PyTorch dependency confusion

e 2024 - Ultralytics YOLO <) PyTO rCh

e 2025 - Shai Hulud - the year of the worms
e 2026 - Trivy, litellm, ...
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Sampling noteworthy attacks across ecosystems
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The growing blast radius of the Trivy attack

DATE

02/28

03/19

03/20

03/23

03/24

03/27
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TARGET

Hackerbot-claw /o
Trivy VULN SCANNER
CanisterWorm NPM WORM

Checkmqrx chs IAC / SAST SCANNER
97M+ DL/MO

LiteLl_M LLM PROXY -

telnyx COMMUNICATIONS API - ~1M DL/MO

ARTIFACTS IMPACTED

I trivy-vscode-extension Trivy GitHub

I trivy:v0.69.4 trivy-action setup-trivy

I @Emilgroup/* I @0penGov/* I 140+ packages

ast-github-action kics-github-action
I litellm 1.82.7 I litellm 1.82.7
I telnyx 4.87.1

I telnyx 4.87.2

Il CONTAINERS GITHUB ACTIONS

H PYPI

THREAT ACTOR

Team PCP

AS OF MARCH 30 2026

Il NPM

Il VS CODE



Attacks intensify

e 560k new malware variants detected every year

e > 450k malware packages in public repositories
detected in 2025

e 108 new vulnerabilities daily

e 44 days to exploit

e $16.6 billion cybercrime losses in 2024
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H Incidents L
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Future th

& Chainguard

e A
C Nep—
LS
S f

reats and trends - the struggle continues
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All public indexes
are scrambling

e Playing catch-up
e Underfunded
e Understaffed

e Huge workload for operators

e Trusted Publishing
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Juicy targets lead to sophisticated attacks
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2026: The year of Al-assisted attacks .
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What can you do?

One step to get started..




Rely on the Chainguard Agentic Factory?!
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Chainguard Agentic Factory as your supplier

4 THE CHAINGUARD FACTORY

Containers,
Build pipeline Bypass CI/CD SLSA L3 pqckqges and
B p libraries for
[{ Source ]»—s—) Build —is Distribution '—9[ Se Yourteam }
L L °
2 Maintainer } Dependencies E:mlr‘late 98'/°k
OoT malware ris Powered by

A Chainguard @ DriftlessAF



Chainguard Factory output

e Run your app in Kubernetes
o Chainguard Containers and Helm charts
e Assemble your app without malware
o Chainguard Libraries via Chainguard Repository
e Build your app without leaks
o Chainguard Actions, OctoSTS, sigstore
e Get help for migration and maintenance
o Chainguard Skills and Guardener
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Chainguard Libraries -

e Built from source - no source, no binary

e Secure, trusted replacement for public
repos RN R

e No malware ¥ o Vlim NSRS

e No ghost releases

e SBOM details

e Provenance info
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REDUCE INCIDENT RESPONSE

Eliminate “are we impacted?” fire drills

Malware Malicious library versions unavailable zg g:zg\r/)agfe(g;gg;ls
attack -> Product delivery continues No embarrassment.
i CHAINGUARD
strikes B -
library
ecosystem
/00
A”VGU
4Rp u u I
Product delivery halts Engineering teams Potential losses
diverted mount

Threats are prevented before they ever get to you.
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Chainguard Libraries

A

Python
Replaces libs from PyPI

Java JavasScript

Replaces libs from Maven Central Replaces libs from npm

Django flask numpy requests Google Guava Apache Commons akka react debug 1lodash chalk colors
matplotlib scikit-learn CUDA scala springboot jackson lombok express async moment prop-types
fast pandas ... and 16K+ more! log4j kotlin ... and 81K+ more! request axios ... and 18K+ more!

Remediating critical and
high-severity CVEs

& Chainguard



Q&A

There are no bad questions,

so go on and ask.
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Thank you

Manfred Moser
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