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Eternal September
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Modern infra and problems
with rapid growth
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●  > 750k  projects

●  > 4.7 billion daily downloads

●  > 36.3 TB of artifact data 

Same for other ecosystems 
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It’s bad out there …



Attacks intensify
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● 560,000 new malware samples daily

● 108 new vulns daily

● 44 days to exploit

● $16.6 billion cybercrime losses in 2024



@adrianmouat



Incidents
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Software supply 
chain speedrun
Raw materials to
finished product

Complex, fast moving network

Many actors, many steps
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Software supply chains
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● Software is built on 

other software

● Proprietary software 

is impossible without 

open source

● “Dependencies”



Transitive dependencies
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Stuff flows downhill to you
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- the OG for supply chain attacks
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CVE-2021-44228 - “Log4Shell”
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● Arguably one of the worst vulnerabilities of all 

time

● Attempted attacks on over 40% of world 

business networks

● Hundreds of millions of devices vulnerable
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PyTorch 
dependency 
confusion 
attack



Ultralytics YOLO Attack
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Many potential  points of failure
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Based on malware 

analyses for PyPI and npm. 

https://www.chainguard.dev/unchained/mitigating-malware-in-the-python-ecosystem-with-chainguard-libraries
https://www.chainguard.dev/unchained/mitigating-malware-in-the-npm-ecosystem-with-chainguard-libraries


Sampling noteworthy attacks across ecosystems
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Shai Hulud - Malware rides the Worm
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Chainguard Libraries
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Chainguard Libraries
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Python
Replaces libs from PyPI

Java
Replaces libs from Maven Central

JavaScript
Replaces libs from npm

Django flask numpy

pandas

matplotlib scikit-learn

requests

fast

CUDA

... and 16K+ more!

Google Guava Apache Commons akka

kotlin

scala jackson

... and 57K+ more!log4j

lombok

Currently in closed beta

springboot

Support for pip, uv, poetry Support for Apache Maven, 
Apache Ant, Gradle, Bazel

Support for npm, pnpm, yarn 
berry, yarn classic

Remediating critical and 
high-severity CVEs

Excludes pre- and post-install scripts by 
design as they’ve been known to carry 

malware
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Chainguard Agentic Factory

Powered by 
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Future threats and trends - the struggle continues



All public indexes
are scrambling
● Playing catch-up

● Underfunded

● Understaffed

● Huge workload for operators

● Trusted Publishing
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Juicy targets lead to sophisticated attacks 
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2026: The year of AI-assisted attacks
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Q&A
There are no bad questions,

so go on and ask.
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Thank you
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